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•• Dos problemas fundamentalesDos problemas fundamentales

– Control de acceso a la aplicación (log on)

– Control de permisos de los usuarios

•• La clase La clase RequestProcessorRequestProcessor

– processRoles

– processPreprocess

<controller
processorClass="com.garage.struts.action.SecurityRequest
Processor" />

<<controllercontroller
processorClassprocessorClass="="com.garage.struts.action.SecurityRequestcom.garage.struts.action.SecurityRequest
ProcessorProcessor" />" />
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•• El problema del acceso (El problema del acceso (logonlogon))

– Página con etiquetas de struts

– Procesamiento por Actions

<html:form action="/logon.do">
usuario : <html:text property="usuario"/>
password : <html:password property="password"/>
<html:submit/><html:cancel/>

</html:form>

<<html:formhtml:form actionaction="/="/logon.dologon.do">">
usuario : <usuario : <html:texthtml:text propertyproperty="usuario"/>="usuario"/>
passwordpassword : <: <html:passwordhtml:password propertyproperty="="passwordpassword"/>"/>
<<html:submithtml:submit/></><html:cancelhtml:cancel/>/>

</</html:formhtml:form>>
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•• DTO (Data DTO (Data TransferTransfer ObjectObject))

public class UserDTO
{
private String login;
private String password;
private Roles rol;
private Long id;

public String getLogin() {return login;}
public void setLogin(String login) {this.login = login;}
public String getPassword() {return password;}
public void setPassword(String password) {

this.password = password;}
public Roles getRol() {return rol;}
public void setRol(Roles rol) {this.rol = rol;}
public Long getId() {return id;}
public void setId(Long id) {this.id = id;}
}

publicpublic classclass UserDTOUserDTO
{{
privateprivate StringString loginlogin;;
privateprivate StringString passwordpassword;;
privateprivate Roles rol;Roles rol;
privateprivate Long Long idid;;

publicpublic StringString getLogingetLogin() {() {returnreturn loginlogin;};}
publicpublic voidvoid setLogin(StringsetLogin(String loginlogin) {) {thisthis.login.login = = loginlogin;};}
publicpublic StringString getPasswordgetPassword() {() {returnreturn passwordpassword;};}
publicpublic voidvoid setPassword(StringsetPassword(String passwordpassword) {) {

thisthis.password.password = = passwordpassword;};}
publicpublic RolesRoles getRolgetRol() {() {returnreturn rol;}rol;}
publicpublic voidvoid setRol(RolessetRol(Roles rol) {rol) {thisthis.rol.rol = rol;}= rol;}
publicpublic LongLong getIdgetId() {() {returnreturn id;}id;}
publicpublic voidvoid setId(LongsetId(Long id) {id) {thisthis.id.id = id;}= id;}
}}
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•• LoginAction.javaLoginAction.java

public ActionForward execute(…) {
DynaActionForm loginForm = (DynaActionForm) form;
String nom = (String)loginForm.get("usuario");
String passwd = (String)loginForm.get("password");
IAuthentication auth = new SecureAuthenticate();
UserDTO us = auth.authenticate(nom,passwd);
HttpSession session = request.getSession(false);
if(session !=null)
{
session.invalidate();

}
session = request.getSession(true);
session.setAttribute("usuario",us);
if(us==null)

return mapping.findForward("mal");
else

return mapping.findForward("bien");
}

publicpublic ActionForwardActionForward executeexecute(…) {(…) {
DynaActionFormDynaActionForm loginFormloginForm = (= (DynaActionFormDynaActionForm) ) formform;;
StringString nomnom = (= (String)loginForm.getString)loginForm.get("usuario");("usuario");
StringString passwdpasswd = (= (String)loginForm.getString)loginForm.get("("passwordpassword");");
IAuthenticationIAuthentication authauth = = newnew SecureAuthenticateSecureAuthenticate();();
UserDTOUserDTO usus = = auth.authenticate(nom,passwdauth.authenticate(nom,passwd););
HttpSessionHttpSession sessionsession = = request.getSession(request.getSession(falsefalse););
ifif(session(session !=!=nullnull))
{{
session.invalidatesession.invalidate();();

}}
sessionsession = = request.getSession(request.getSession(truetrue););
session.setAttributesession.setAttribute("usuario",("usuario",usus););
ifif(us(us====nullnull))

returnreturn mapping.findForwardmapping.findForward("mal");("mal");
elseelse

returnreturn mapping.findForwardmapping.findForward("bien");("bien");
}}
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•• Acceso a páginas sin estar “logado”Acceso a páginas sin estar “logado”

– Navegación a través de *.do y forwarding

protected ActionForward processPreprocess(…){
HttpSession ses = request.getSession();
if(ses.getAttribute("usuario")!=null)
return true;

try {
requestPath = processPath(request,response);
}catch( IOException e ) { return true;}
if(requestPath.equals(“login”))
return true;

ses.setAttribute( "originalRequest", requestPath );
try {
loginActionMapping = processMapping(request, 

response,”login”);
forwardPath = 

loginActionMapping.getInputForward().getPath();
doForward(forwardPath,request,response);
return false;

}catch( Exception e ) {return true;}
}

protectedprotected ActionForwardActionForward processPreprocessprocessPreprocess(…){(…){
HttpSessionHttpSession sesses = = request.getSessionrequest.getSession();();
if(ses.getAttributeif(ses.getAttribute("usuario")!=("usuario")!=nullnull))
returnreturn truetrue;;

trytry {{
requestPathrequestPath = = processPath(request,responseprocessPath(request,response););
}}catchcatch( ( IOExceptionIOException e ) { e ) { returnreturn truetrue;};}
if(requestPath.equalsif(requestPath.equals(“(“loginlogin”))”))
returnreturn truetrue;;

ses.setAttributeses.setAttribute( "( "originalRequestoriginalRequest", ", requestPathrequestPath ););
trytry {{
loginActionMappingloginActionMapping = = processMapping(requestprocessMapping(request, , 

response,”response,”loginlogin”);”);
forwardPathforwardPath = = 

loginActionMapping.getInputForwardloginActionMapping.getInputForward().().getPathgetPath();();
doForward(forwardPath,request,responsedoForward(forwardPath,request,response););
returnreturn falsefalse;;

}}catchcatch( ( ExceptionException e ) {e ) {returnreturn truetrue;};}
}}
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•• Problema de los Roles (permisos)Problema de los Roles (permisos)

– Struts � sistema matricial de acceso a Actions

<action
input="/login.jsp“
validate=“true”
name="loginForm"
path="/login"
scope="request“
roles=“admin,usuario”
type="com.ejemplo.struts.action.LoginAction">
<forward name="incorrecto" path="/Mal.jsp" />
<forward name="correcto" path="/Bien.jsp" />

</action>

<<actionaction
inputinput="/="/login.jsplogin.jsp““
validatevalidate=“=“truetrue””
namename="="loginFormloginForm""
pathpath="/="/loginlogin""
scopescope="="requestrequest““
roles=“roles=“admin,usuarioadmin,usuario””

typetype="="com.ejemplo.struts.action.LoginActioncom.ejemplo.struts.action.LoginAction">">
<<forwardforward namename="incorrecto" ="incorrecto" pathpath="/="/Mal.jspMal.jsp" />" />
<<forwardforward namename="correcto" ="correcto" pathpath="/="/Bien.jspBien.jsp" />" />

</</actionaction>>
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protected boolean processRoles(…)
throws IOException,ServletException
{
String roles[] = mapping.getRoleNames();
if ((roles == null) || (roles.length < 1)) 

return true;
HttpSession ses = request.getSession();
UserDTO u = (UserDTO)ses.getAttribute("usuario");
if (u == null) 

return false;
for (int i = 0; i < roles.length; i++) 
{

if (u.getRol().toString().equals(roles[i])) 
return true;

}
response.sendError(HttpServletResponse.SC_BAD_REQUE
ST, 
getInternal().getMessage("notAuthorized",mapping.getPat
h()));
return false;
}

protectedprotected booleanboolean processRolesprocessRoles(…)(…)
throwsthrows IOException,ServletExceptionIOException,ServletException
{{
StringString roles[] = roles[] = mapping.getRoleNamesmapping.getRoleNames();();
ifif ((roles == ((roles == nullnull) || () || (roles.lengthroles.length < 1)) < 1)) 

returnreturn truetrue;;
HttpSessionHttpSession sesses = = request.getSessionrequest.getSession();();
UserDTOUserDTO u = (u = (UserDTO)ses.getAttributeUserDTO)ses.getAttribute("usuario");("usuario");
ifif (u == (u == nullnull) ) 

returnreturn falsefalse;;
forfor ((intint i = 0; i < i = 0; i < roles.lengthroles.length; i++) ; i++) 
{{

ifif ((u.getRolu.getRol().().toStringtoString().().equals(roles[iequals(roles[i])) ])) 
returnreturn truetrue;;

}}
response.sendError(HttpServletResponse.response.sendError(HttpServletResponse.SC_BAD_REQUESC_BAD_REQUE

STST, , 
getInternalgetInternal().().getMessagegetMessage("("notAuthorizednotAuthorized",",mapping.getPatmapping.getPat
hh()));()));
returnreturn falsefalse;;
}}
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•• MenuMenu

– Etiquetas logic � present y notEqual/equal

<logic:present name="usuario" scope="session">
<logic:notEqual name="usuario" property="rol" 
value=“admin">
<html:link action="/eliminaUsuario.do">
<img src='../cssimg/icono_eliminar.gif' alt=“Eliminar 
Usuario"/> 
</html:link>
<html:link action="/modificaUsuario.do">
<img src='../cssimg/icono_modificar.gif' alt="Editar   
Usuario"/> 
</html:link>
</logic:notEqual>
</logic:present>

<<logic:presentlogic:present namename="usuario" ="usuario" scopescope="="sessionsession">">
<<logic:notEquallogic:notEqual namename="usuario" ="usuario" propertyproperty="rol" ="rol" 
valuevalue=“=“adminadmin">">
<<html:linkhtml:link actionaction="/="/eliminaUsuario.doeliminaUsuario.do">">
<<imgimg srcsrc='../='../cssimgcssimg//icono_eliminar.gificono_eliminar.gif' ' altalt=“Eliminar =“Eliminar 
Usuario"/> Usuario"/> 
</</html:linkhtml:link>>
<<html:linkhtml:link actionaction="/="/modificaUsuario.domodificaUsuario.do">">
<<imgimg srcsrc='../='../cssimgcssimg//icono_modificar.gificono_modificar.gif' ' altalt="Editar   ="Editar   
Usuario"/> Usuario"/> 
</</html:linkhtml:link>>
</</logic:notEquallogic:notEqual>>
</</logic:presentlogic:present>>
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